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Intelligence Operations  

1. PURPOSE: EPA’s mission is expanding to meet new challenges as a result of the 

lessons we learned and the knowledge we gained from the events of September 

11, 2001.  To deal with this environment effectively, we need an efficient way of 

reviewing, analyzing and disseminating timely, useful and potentially sensitive 

information and intelligence.  Through this new EPA Order, the Office of 

Homeland Security (OHS) has established a more formal framework for its role in 

coordinating, and leading as appropriate, matters related to national security and 

intelligence.  The goal of this Order is to increase the sharing of intelligence 

across EPA, ensuring it reaches appropriately cleared members of the affected 

Program and Regional offices.   

 

2. BACKGROUND:  A memorandum from EPA Administrator Steve Johnson, 

dated October 28, 2005, created an Intelligence Operations function within OHS.  

OHS was given the responsibility of advising the Administrator and other senior 

EPA officials on matters related to national security and intelligence.  OHS was 

also tasked to serve as the principal Agency liaison to the U.S. Intelligence 

Community (IC).  Additionally, OHS was given the responsibility of coordinating 

with EPA Programs and Regions on matters related to national security and 

intelligence that are deemed classified or sensitive.  

 

3. POLICY: In compliance with all applicable authorities and directives, OHS shall 

oversee all of the Agency’s roles and responsibilities related to national security 

and intelligence through the responsibilities highlighted below.  

 

4. SCOPE AND APPLICABILITY:   This instruction applies to all intelligence 

activities, intelligence-related activities, special access programs, sensitive 

activities, and special activities within EPA that are related to national security 

and intelligence.   It applies to all organizational components, activities and their 

personnel unless otherwise specified.  This Order does not apply to information 

related to the Water Vulnerability Assessments or information related to the 

Water ISAC. 
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5. DEFINITIONS: 

 

(a) National Security Intelligence:  In keeping with the scope of the intelligence 

activities addressed by Executive Order 12333 (as amended), “national security 

intelligence” is defined generally as “foreign intelligence” and 

“counterintelligence”, as well as international terrorists and international narcotics 

activities, and other hostile activities directed against the United States by foreign 

powers, organizations, persons, and their agents.   

 

(b) Law Enforcement Intelligence:  For the purpose of this policy, “law 

enforcement intelligence” is defined generally as intelligence regarding the 

activities, capabilities, plans, and intentions of criminal enterprises or other types 

of criminal activity other than those carried out under the direction of a foreign 

government or international terrorist organization.  The term law enforcement 

intelligence (also referred to as criminal intelligence) should be understood to 

include intelligence regarding domestic terrorism.  The same information may be 

both criminal intelligence and national security intelligence if both definitions are 

met.   

 

6. RESPONSIBILITIES:  

 

Associate Administrator, Office of Homeland Security (OHS), or his/her designee 

Coordinates all activities related to intelligence and national security at EPA.  

(a) Leads all activities at EPA related to the notification and dissemination of national 

security intelligence, terrorism information, and other sensitive information. 

Develops and implements the Agency’s policies and procedures for reviewing, 

analyzing and disseminating intelligence and sensitive information as described in 

EPA’s Intelligence Notification and Dissemination Policy and the Standard 

Operating Procedures of Intelligence and Other Sensitive Information. 

(b) Advises the Administrator and other senior EPA officials on all matters related to 

national security and intelligence.   

(c) Provides regularly scheduled intelligence briefings to the Administrator, Deputy 

Administrator, Chief of Staff, and other senior EPA managers.  Serves as the lead 

for providing national security intelligence briefings to all EPA personnel. 

 

(d) Serves as the principal EPA liaison to the U.S. Intelligence Community (IC).  

This includes coordinating requests from the IC for EPA assistance (e.g. 

evaluating a particular piece of intelligence or sensitive information from a 

scientific or technical perspective), or requests from EPA for IC assistance.   



3 

 

(e) Coordinates with EPA Programs and Regions on matters related to classified and 

other sensitive information. 

 

(f) Serves as EPA’s representative on federal government working groups focused on 

matters dealing with national security and intelligence, except as otherwise 

indicated below.  OHS will request support on these working groups from various 

Program and Regional offices in accordance with their specific programmatic, 

scientific and technical expertise.   Media specific technical working groups are 

not included in this Order.   

 

(g) Serves as the Principal Intelligence Official responsible for the evaluation of 

national security intelligence, terrorism information and other sensitive 

information, related to threats to national security and homeland security.  This 

includes coordinating the dissemination of this intelligence/sensitive information 

with the affected EPA Program and Regional offices as appropriate.  

 

(h) Serves as the Principal Intelligence Official to coordinate the EPA review of pre-

publication intelligence products from the Intelligence Community and the 

dissemination of published intelligence products from the Intelligence 

Community to EPA personnel.  Intelligence products generated by EPA Program 

and Regional offices will be coordinated for comment by the publishing office 

and OHS. 

 

(i) Serves as the Principal Intelligence Official responsible for the approval of 

requests by EPA personnel for access to the Department of Homeland Security’s 

Homeland Security Data Network (HSDN) and the Joint Worldwide Intelligence 

Communications System (JWICS). 

 

(j) Serves as the Principal Intelligence Official responsible for the approval of 

requests by EPA personnel to acquire access to Sensitive Compartmented 

Information (SCI). 

 

(k)  Serves as the Principal Intelligence Official responsible for advising the 

Administrator on decisions related to classification of documents pursuant to the 

Administrator’s Original Classification Authority. 

 

(l) Serves as the Principal Intelligence Official responsible for coordinating with the 

Program and Regional offices, as appropriate, to provide intelligence injects to 

government-run exercises that include EPA. 

 

(m) Serves as the Principal Intelligence Official responsible for the evaluation of 

national security intelligence and sensitive information from the Intelligence 

Community and the coordination with the EPA Program offices, Regional offices, 

Inspector General’s Office and Office of General Counsel, as appropriate, in order 

to fulfill their duties under this Order. 
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Assistant Administrator, Office of Administration and Resource Management 

(OARM), or his/her designee 
 

(a) Oversees EPA’s National Security Information (NSI) program and coordinates 

with senior managers to disseminate federal requirements as stated in EPA Order 

4850. 

 

(b) OARM personnel will also share with OHS any intelligence or sensitive 

information related to national security intelligence. 

 

Assistant Administrator, Office of Enforcement and Compliance Assurance 

(OECA), or his/her designee 

 

(a) Serves as the primary point of contact for operational law enforcement liaison and 

law enforcement intelligence.   

 

(b) Disseminates law enforcement intelligence and sensitive information within 

OECA (in coordination with OHS), including providing intelligence briefings to 

OECA senior management.  OECA also disseminates law enforcement sensitive 

information, when related to its mission of criminal enforcement.  Within the 

office, OECA also disseminates other types of intelligence, specifically national 

security intelligence, terrorism information, and law enforcement sensitive 

information, when related to its mission of criminal enforcement. 

 

(c) Serves as the primary point of contact for all environmental law enforcement 

matters involving the Federal Bureau of Investigation (FBI), law enforcement 

elements in the Department of Homeland Security and other local, state and 

federal law enforcement agencies.  Also serves as the primary point of contact on 

law enforcement counter terrorism support in coordination with OHS.  

 

(d) Serves as the primary point of contact (in coordination with OHS) for operational 

law enforcement intelligence-related issues.   

 

(e) Serves on federal government working groups (in coordination with OHS) that 

focus on operational law enforcement intelligence-related issues.   

 

(f) Develops and implements policies and procedures for reviewing, analyzing, and 

disseminating law enforcement intelligence and sensitive information within 

OECA. 

 

(g) Receives classified NEPA documents (or classified portions of documents) from 

federal agencies and issues review comments in coordination with OHS when 

they concern national security intelligence matters. 
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(h) Serves as a point of contact, in coordination with OHS, for intelligence and 

sensitive information related to urgent, time sensitive preparedness and law 

enforcement emergency response issues that require an OECA/field response (e.g. 

EPA Criminal Investigation Division (CID) or Homeland Security Division 

(HSD) Special Agents or the National Counter-terrorism Evidence Response 

Team (NCERT)).  Works with OHS to notify other Special Teams at EPA, 

including, but not limited to the Radiological Emergency Response Team, the 

Emergency Response Team and the National Decontamination Team, about this 

law enforcement intelligence and sensitive information, as appropriate. 

 

(i) OECA personnel will also share with OHS any intelligence or sensitive 

information related to national security intelligence.  If host agency and/or author 

of the information imposes sharing restrictions (i.e., ORCON), OECA will work 

with originator to address restrictions so that information can be shared using 

appropriate measures. 

 

Assistant Administrator, Office of International Affairs (OIA), or his/her designee 

 

(a) Serves as a point of contact (in coordination with OHS) to receive and 

disseminate as appropriate, classified and unclassified cables, or other reports, 

from the Department of State and U.S. diplomatic/consular posts overseas. 

 

(b) OIA personnel will also share with OHS any intelligence or sensitive information 

related to national security intelligence. 

 

Assistant Administrator, Office of Research and Development (ORD), or his/her 

designee 

 

(a) Serves on federal government working groups (in coordination with OHS) that 

focus on intelligence and sensitive information related to scientific and technical 

issues.   

(b) Works with the IC (in coordination with OHS) to help both EPA and the IC fulfill 

their scientific research, data collection and evaluation missions.  

(c)  ORD personnel will also share with OHS any intelligence or sensitive  

 information related to national security intelligence, except where prohibited by 

 law. 

  

 

Assistant Administrator, Office of Solid Waste and Emergency Response (OSWER), 

or his/her designee 

 

(a) Serves as a point of contact (in coordination with OHS) for intelligence and 

sensitive information related to urgent, time sensitive preparedness and 

emergency response issues that require an OSWER/Regional field response (e.g. 

On-Scene Coordinators or EPA Special Teams).   During active EPA field 
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operations, works with OHS to notify other Special Teams at EPA, including, but 

not limited to the Radiological Emergency Response Team, about this intelligence 

and sensitive information, as appropriate. 

 

(b) Serves on federal government working groups (in coordination with OHS) that 

focus solely on intelligence and sensitive information related to preparedness and 

emergency response issues that require an OSWER response. 

 

(c) Serves as the lead (in coordination with OHS) for the National Security 

Emergency Preparedness Program (NSEP) as described in EPA Order 2040.1. 

 

(d) OSWER personnel will also share with OHS any intelligence or sensitive 

information related to national security intelligence. 

 

Assistant Administrator, Office of Water (OW), or his/her designee 

 

(a) Serves as a point of contact (in coordination with OHS and OSWER) for 

intelligence and sensitive information related to urgent, time sensitive 

preparedness and emergency response issues that require an OW response. 

 

(b) Serves on federal government working groups (in coordination with OHS and 

OSWER) that focus on intelligence and sensitive information related to critical 

infrastructure protection, preparedness and emergency response issues that require 

an OW response. 

 

(c) Maintains responsibility for all information contained in the Water Vulnerability 

Assessments. 

 

(d) Maintains responsibility for oversight of all activities related to the Water ISAC. 

 

(e) OW personnel will also share with OHS any intelligence or sensitive information 

related to national security intelligence. 

 

Inspector General, Office of the Inspector General (OIG), or his/her designee 

 

(a) Serves as the primary point of contact (in coordination with OHS) for requests for 

assistance from the FBI to EPA or from EPA to the FBI for matters related to 

intrusions into EPA computer systems. 

 

(b) Serves as a point of contact (in coordination with OHS) for intelligence or 

sensitive information related to intrusions into EPA computer systems.  This 

intelligence or sensitive information could come from the FBI, the Department of 

Homeland Security’s (DHS) United States Computer Emergency Readiness Team 

(USCERT), or other sources. 
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(c) Responsible for oversight of EPA intelligence operations and for investigating, or 

referring for investigation, reports of questionable intelligence activities.  The 

Inspector General shall maintain a staff of appropriately cleared auditors and 

evaluators to independently review intelligence activities, intelligence-related 

activities, special access programs, sensitive activities and special activities 

related to national security and intelligence under the control of this instruction 

and in accordance with the Inspector General Act. 

 

(d) OIG personnel will also share with OHS any intelligence or sensitive information 

related to national security intelligence. 

 

General Counsel, Office of General Counsel (OGC), or his/her designee 

 

(a) Shall be responsible for ensuring all intelligence activities, intelligence-related 

activities, special access programs, sensitive activities, and special activities 

related to national security and intelligence within EPA are conducted in a legal 

manner.  Reports of questionable intelligence activities conducted by or on behalf 

of EPA will be referred to the Inspector General. 

 

(b) OGC personnel will also share with OHS any intelligence or sensitive information 

related to national security intelligence. 

 

6.  AUTHORITIES:  

(a) Memorandum from EPA Administrator Stephen L. Johnson dated October 28, 

2005. 

(b) EPA Order 2040.1 

(c) EPA Order 4850 

(d) EPA National Security Information Handbook, Rev 1 (December 2006) 

  

 

7.  REFERENCES:  

 

(a) EPA Intelligence Notification and Dissemination Policy 

(b) Standard Operating Procedures for Intelligence and other Sensitive Information at 

EPA 

 

8.  REVIEW: The Office of Homeland Security will review this Order periodically to 

ensure its continued effectiveness.  


