


 
 

 
 

 
 

REPORT OF INVESTIGATION 
 

 
 

SYNOPSIS 
 

The Department of the Interior (DOI), Office of Inspector General (OIG), investigated allegations that 
the Supervisory Control and Data Acquisition (SCADA) system at Grand Canyon National Park 
(GCNP) was obsolete, prone to failure, and controlled by only one GCNP employee. The SCADA 
system is a private utilities network that monitors and controls all of the electrical and electronic 
functions related to the fresh and wastewater operations at GCNP. The failure of this system could 
cause the fresh water supply to become contaminated and could present a health and safety hazard.   
 
At DOI OIG’s request, the Department of Homeland Security Industrial Control Systems Cyber 
Emergency Response Team (ICS-CERT) assessed the overall cybersecurity posture of GCNP’s 
industrial control systems and identified numerous weaknesses in GCNP's SCADA system, including 
obsolete hardware and software, inadequate system documentation and policies, insufficient logging 
and data retention, and weak physical security of the system.  A copy of ICS-CERT’s assessment 
report was provided to the National Park Service (NPS) for review and action. 
 
DOI OIG’s Office of Whistleblower Protection reviewed allegations related to misconduct of a DOI 
Solicitor and referred that matter to the affected Bureau for action, if deemed necessary. 
 
This investigation is closed with no further action by this office.   
 

BACKGROUND 
 
Presidential Policy Directive 21, dated February 12, 2013, identified 16 critical infrastructure sectors 
within the United States. Water and wastewater treatment sectors, such as the one identified in this 
complaint, were categorized as critical infrastructures.  
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 Former Controls Engineer, GCNP, was interviewed and related that he was a Control 
Engineer at GCNP from 1998 until February 2010 and designed and built the SCADA system at 
GCNP (Attachment 10).  explained that he was adamant that multiple people needed to know 
how to operate and control the SCADA system to avoid having a system that had a single source of 
failure.  related that he left GCNP in 2010 and felt it was unrealistic to have just one person in 
charge of the operation and maintenance of the SCADA system; however, the management at GCNP 
did not want to spend the money to hire additional people and decided to have  one person manage the 
system.   
 
As part of the investigation, we consulted with subject matter experts from the Department of 
Homeland Security Industrial Control Systems Cyber Emergency Response Team (ICS-CERT) and 
discussed the national security implications of having a vulnerable SCADA system with the Federal 
Bureau of Investigation (FBI). We determined that a site visit was required to assess the condition of 
the SCADA system. DOI OIG, ICS-CERT, and the FBI participated in an onsite architecture and 
cybersecurity review of GCNP’s SCADA system (Attachment 11). Based upon the onsite review, 
ICS-CERT issued a report in which it identified several weaknesses with GCNP’s SCADA system and 
made a series of recommendations for improving the system (Attachment 12).  
 
We found the allegations related to the SCADA system to be substantiated and provided the NPS with 
a copy of ICS-CERT’s assessment report for review and action.  
 
Environmental Violations 
 
During the course of the investigation, we received allegations that the failure of the SCADA system 
could cause contaminated water to flow into US waterways.  explained during his interview that 
the State of Arizona regulated the activities at GCNP, and the Arizona Department of Environmental 
Quality (ADEQ) could conduct no notice inspections of the wastewater treatment facilities (See 
Attachment 10).  Records reviews and coordination with the Environmental Protection Agency (EPA) 
and ADEQ revealed that ADEQ had primary enforcement authority at GCNP. ADEQ had issued 
several notices of violation to the park for improper chlorination of the water and improper biosolid 
management.  
 

 Former Environmental Health Technician at GCNP, was interviewed and explained that 
she was responsible for collecting and testing water samples and reported the results to ADEQ 
(Attachment 13).  corroborated the fact that GCNP was issued several notices of violation by 
ADEQ and related that some of the violations were corrected and others were not due to budgetary 
constraints.   explained that the only reportable data that was obtained from the SCADA 
system involved the wastewater flow and turbidity process control, which were not related to the 
notices of violation for improper chlorination of the water or improper biosolid management.   
explained that she left her position at GCNP because of the lack of integrity in the operation of the 
wastewater system because the problems that were identified during ADEQ’s inspections were not 
being fixed and were being pushed aside or ignored by park management. 
 

 Environmental Engineering Specialist, ADEQ, was interviewed and related that he 
conducted inspections of wastewater treatment and drinking water facilities at GCNP but did not  
review the operation of the SCADA system during his inspections (Attachment 14). In June 2013, the 
drinking water facility at the South Rim was inspected and was issued a notice of concern because   
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it did not have an emergency operation plan and did not have records related to its backflow prevention 
system.  GCNP was also issued two notices of violation related to its improper chlorination of the 
water, which is a violation of the Clean Water Act. GCNP has been cited on multiple occasions for this 
same violation at the same facility. The chlorination process is a manual process and is not controlled 
through the SCADA system.  
 

 Biosolids Coordinator, ADEQ, was interviewed and explained that he conducted an 
inspection to ensure that GCNP was following proper biosolid management practices (Attachment 
15). Biosolids are the sludge material that is left over after the wastewater treatment process is 
completed and must be tested in accordance with EPA regulations, State of Arizona codes, and the 
requirements of GCNP’s biosolid permit.   related that he found several problems with the  
biosolid management processes and found gaps in GCNP’s documentation; however, none of the 
violations were related to the SCADA system. ADEQ met with Superintendent David Uberuaga and 
other management personnel from GCNP and provided them with the results of the inspection and a 
brief remediation plan. According to  the park management claimed that it could not take 
corrective action on some of the violations due to budgetary constraints. At the time of  
interview, ADEQ was still in the process of resolving some of these issues with GCNP. 
 
Although the allegation that US waterways could potentially be contaminated was substantiated, it was 
reportedly the result of improper chlorination of the water through a manual process and not through a 
process controlled by the SCADA system.  
 
Misconduct by Law Enforcement Personnel 
 
In his interview,  related that he did not discuss his concerns about the SCADA system with 
the Law Enforcement Rangers at GCNP because many of the Rangers were friends with  have 
harassed  have issued him citations, and have come to his residence and accused him of 
stealing equipment from Yosemite (See Attachment 3).  In his supporting documentation,  
related that he felt that the Law Enforcement Rangers at GCNP had abused the authority of their 
positions to harass him after he raised his concerns about the SCADA system (See Attachment 5).  
 
Document reviews corroborated that  had been issued citations for Tampering and 
Trespassing, which were referred to the United States Attorney’s Office in Flagstaff, AZ for 
prosecution. A review of court documents revealed that the Assistant United States Attorney assigned 
to this matter entered into an internal diversion agreement with  and agreed to dismiss the 
citations in six months if  was not involved in any further incidents at the park. A review of 
court records revealed that all charges against  were dismissed on July 3, 2014 per the terms 
of the internal diversion agreement.  
 
Coordination with DOI OIG, Program Integrity Division, and National Park Service, Office of 
Professional Responsibility (OPR), revealed that there was an investigative report on file involving 

 (Attachment 16). 
 

 Law Enforcement Park Ranger, NPS, was interviewed and explained that he and 
Special Agent  interviewed  after they received an allegation that  had 
improperly accessed the SCADA system at GCNP on several occasions and had stolen equipment from  
Yosemite when he worked at that location (Attachment 17).  related that the park did not  
have any documentation that demonstrated that someone had improperly accessed the SCADA system  
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