Van Sickle, Jordan - FS

From: Mehl, Ryan - FS

Sent: Thursday, Jlanuary 14, 2016 7:42 AM
To: Fs-pdl r&é malheur all employees
Ce: Matye, Jon E -FS

Subject: LincPass ID

Good morning,

Woe've been very lax — me included — about wearing our USDA LincPass ID badges around the office. The Homeland
Security Presidential Directive 12: Policy for a Common Identification Standard for Federal Employees and Contractors
has been in effect for many years. Here is a copy of the USDA departmental regulation regarding HSPD-12 for your
reference: http://www.ocio.usda.gov/sites/default/files/docs/2012/DR4620-
002_Common%20ldentification%205tandard.pdf. You already use your card for logical access when you sign onto your
computer and will likely need your card for physical access (entry to the building) once we install physical access security
systems. The time has come for us to start wearing our ID badges around the office. If you need a lanyard or badge
holder, please work with your supervisor to get those items. When we report to work on Tuesday, January 18, | want to
see everyone wearing their ID badge. Recent events at the Malheur National Wildlife Refuge have highlighted the need
to remove your LincPass from your computer. In that situation, intruders were able to gain computer access at the
refuge because employees left their LincPass cards in their machines. Getting in the habit of removing your badge and
wearing it as your identification solves this issue. If you have any questions regarding this message — stop by and see
me.

Thanks.
Ryan

Ryan Nehl
Deputy Forest Supervisor

Forest Service
Region & — Malheur National Forest




